Configurazione FileZilla Server

Nome: FileZilla Server
Ultima release: 0.9.3
Sito ufficiale: http://filezilla.sf.net

Ci occuperemo oggi di configurare un server ftp sul nostro pc,utilizzando il software con licenza
GPL FileZilla Server.

Passiamo ora ad analizzare la configurazione adatta (Pannello Settings ==> Edit — Settings):

FileZilla Server. Options

General settings sleZilla Serve
IP bindings - Connection settings -

[P Filter Lister on Part: |21 [1-65535)

Fazzive mode zettings

Security sethings Max. number of uzers: |0 [O Far unlimited uzerz]

Mizcellansous
Lo ddmin Interface sethings

-Performance settings

Loaging ) buitharet Thisats |2 Thig value ghould be a multiple of the
G55 Settings umber af fhreads: nurmber of processors installed on yaur
Speed Limitz aypztem. Increase thiz value if pour server iz
Filetranzfer compressior under heavy load.

& | i~ Timeout settings -

;

Connections timeout; {120 in zecondz [1-99939, O for o bimeout)

) i zeconds [1-3339, O for no timeout). T hiz
0k I Ma Transfer timeout: 1120 value specifies the Hme a uzer has ta
initiate & file transfer.

in zeconds [1-9939, O for no bmeout]. Thiz
Cancel | Laair trneot: B walue zpecifies the time in which a new
wzer has to login,

|

® General Settings

-Connection settings

Listen on port: (Porta su cui verranno accettate le connesioni in entrata,solitamente si usa la 21)
Max number of users: (Massimo numero di utenti collegati al server ftp;inserendo 0 gli user
saranno illimitat).

-Performance settings

Number of threads: (Questo settaggio varia in base al numero di processori presenti sulla
macchina.Personalmente consiglio di lasciare 2,se non si hanno altri processori)



-Timeout settings

Connections timeout: (Dopo determinati secondi di inattivita,si chiude la connessione.Impostare
0 per il “no timeout™)

No transfer timeout: (Se l'utente collegato al server ftp non invia un file entro determinati
secondi,si chiude la connessione.Settare 0 per il “no timeout™)

Login timeout: (Tempo in cui I'utente puo effettuare il login,prima che il server chiuda la
connessione.Impostare 0 per il “no timeout™)

® Welcome Message

FileZilla Server O ptions

i=l- General seftings Welcome message ] ~eFilla Server

o Meloome message

- |P bindings O thiz page you can modify the welcome message that will be zent to each
P Filter connected client.

i Paseive mode settings [f oLy enter no custom meszage, the defaulk mezzage will be used.

-~ Secunty setlings Fules for welcome meszages:

Lo Mizeellaneous Fleaze enter only 75 characters per line, addtional characters will be remowed.

- Admin Interface settings  EMPly ines at the top or bottom of the message will be removed.

-~ Logging Custom welcome message;

-~ 355 Settings

? GidnGy LaB - FTP §
- Speed Limits Lot ervel

" Filetranzfer compressior

£ | >

oK |

Format zpecifiers:
Cancel J Zxv - Dizplays wersion of FileZilla Server [ Hide welcome message in log
2% - the % character

Qui andremo ad inserire un messaggio che verra visualizzato quando ci connetteremo al server.
Esempio:

[R] Connecting to localhost -> [P=127.0.0.1 PORT=21
[R] Connected to localhost

[R] 220 GiAnGy LaB - FTP Server

[R] USER giangy

[R] 331 Password required for giangy

[R] PASS (hidden)

[R] 230 Logged on

[R] SYST

[R] 215 UNIX emulated by FileZilla



FileZilla Server Options

= General settings . Elazilla Server
. Welcome message

- IP bindings Bind the zerver to the following IP addresses:

“ |P Filker a
Paszive mode settings
Security settings
Miscellaneous
Admin Interface settings
Logaging
355 Settings
Speed Limits
Filetransfer compreszsior

IJze * to bind to all addrezses.

< £

oK |

Cancel ‘

Qui configureremo su quale ip far bindare il server ftp (solitamente si usa se si ¢ all'interno di una
rete lan).Se non abbiam particolari richieste,possiamo lasciare * come da default.

FileZilla Server Options

=I- General settings IP Filter EileZilla Server

o eloome message

- IP bindings The follawing |P addresses are not allowed to connect to the server
; ”,j Filket ) Diezpite mingle IP addreszes, vou can
PaSS"‘fe ""':":!'3 zettings enter IPs with wildcards, IP address
Security settings ranges of use the ipdsubnet spntas,

Mizcellaneous
Admin Interface settings
Logaging

G355 Settings
Speed Limits Exclude the following IPs from the lizt of dizallowed 1Pz, thuz allow access agin:

Filetransfer compressior oo
Deszpite zsingle |P addrezzes, vou can

enter |Ps with wildzards. |P address
ranges oruze the ipdsubnet syntax.

{l ' |
0K I By default evervone may connect to the server. You may either block individual ip
addrezzes or addreszs ranges. | pou block all addrezses, vou map allow access for
individual addrezzes or ranges again.
Cancel |

Se volete che solo determinati ip possano accedere al vostro server ftp o,viceversa,volete filtrare
determinati ip,da qui potrete farlo :)



FileZilla Server Options

- General setings Passive mode settings =
: “Welcome message
IF bindings External Server IP Address for passive
IP Filter miode trangfers:
Passive mode settings i* Diafault iUze custom PASY sethings i you A
s : ; ] |are-operating the zerver from g
Sgcunt_u semgs € Use the following IP: Ibehitnd a HAT rauter or a firewall
tizcellaneous | I that caze, the |P address of the
Admin nterface settings lserver iz not accessible from
Loaging 'ou can alzo enter hosthames {outzide of the router, so you

tghould fill in the comect address

i jhere, Use the port range ba limit
Speed Limits |., e dile zilta sonr cebor ge et miEn ithe number of ports that will need
Filetranzfer compreszsior : = | bt

355 Seftings " Retieve external IP address from:

[nfarmation for uzers with denamic [Ps: 1F pour external IP changes. it might take up to 5
minutes after the nest falled transfer until FileZilla Server recognizes the changed IF.
& | In ozt cazes, the 1P is updated within 302 after & failed transfer.

[ Use customn port range:

& I |2 - | (165535

Cancel |

Se avete bisogno del Passive Mode,potete settare il tutto da qui. (Solitamente si usa se si ¢ dietro
NAT o Firewall.)

FileZilla Server Options

=+ General zettings Security settings ' neZilla Servel
YWelcome message
IP bindings Bounce attacks # FAF transfers -
[P Filter v Block incoming server-to-server transfers
Paszive mode settings ™ Skict IP filker

Security zettings

: W Block outgoing server-to-server transfers
Mizcellaneous

Admin Interface settings | Strict IP filter

Logaing If enabled. the [P filker checks the |Ps of the remote side whien a tranzsfer iz
G55 Settings eztablished. If the IF doesn't match the remate [P of the contral channel, the
Speed Limits tranzter will be abarted.

F<P iz often uzed for llegal ‘w arez transfers. Bounce attacks can also be uzed for
a DS attack on the zerver becauze a malicious user could initiate & lot of
server-to-server ransfers which have a large impact on the server's bandwich and
; acceszsability.

£ | Bl [ gtrict 1P filker iz 2et, the whale 1P iz checked againgt the remote [P of the contral
channel: But thiz option may for esample cause problems with prosy servers which
uze zeveral [Pz

Filetransfer compressior

T o prevent thiz problern, vou may dizable the stict 1P filker. In this cagze only the the
Ok | first three partz of the IP address are checked. But thiz decreases security against
F+P / bounce attacks.
r'ou have to chooze between secunty and compatibility. For optimal rezults pou
Cancel | ghould block all F<F transfers and enable the strict filker only forincoming transfers.

Da qui possiamo scegliere se permettere o no 1 trasferimenti di tipo FXP (server-to-server),cio¢
trasferire e ricevere files da un altro ftp.



FileZilla Server Options

= General zettings mMiscellaneous [ EleZilla Server
i wWelcome message :
IP bindings v Dion't show pazswords in message log
IP Filker -
- Pazzive mode settingz W Start minimized
Security zettings
Miscellaneous  fransfer buffer size: (4096 (defaul: 409)
= pdmin Interface settings
.- Logging Adjuzt thiz walue, if you get wery slow transferates
- [355 Settings
i Speed Limits
‘- Filetransfer compreszsior
& b
oK, |
Cancel ‘

Qui potete scegliere se visualizzare le password durante il login,se startare il server ftp minimizzato
aicona e la grandezza del buffer di trasferimento (di default ¢ 4096).

FileZilla Server Options

i=)- General settings Admin Interface settings Eille@illa Server
L e Welcome message

- |P bindings Imniportant:

" |P Filter Dae to security conziderations, the admin interface settings can only be changed from
. Passive mode setings lozal connections. |F vau aren't connected locally (uzing 127.0.0.1 az server [P, all

L Bt s changes on thiz page will be ignored by the: server.

- Miscellansous Fart an which the admin interface should listen: |1 4147

- Admin Interface setting:

‘- Logging Bind the admin interface ta the following IP Addresses which are allowed ta
G55 Settings [P addresses: connect to the admin interface:

i~ Speed Limits

" Filetransfer compressior

I1ze * ta bind to all addrezzes. You may uze wildzards in the [P
4 i _| ¥ 127.0.0.1 iz the default binding, it akwayz Addrezses [example; 1232341277
ewiste and cannot be removed. 127007 iz always allowed to conrect
ko the admin interface.
ok I ¥ Charige adriiy pazswond:
MHew Pazsword: Retype new Pazzword:
Cancel ] The admin pazswaord iz only uzed for remote administration.

Local adminiztration doez not need a pazsword.

Da qui potete impostare la porta dell'interfaccia admin in ascolto ( potete lasciare anche 14147 ) e la
password.



FileZilla Server Options

= General settings Logging . EHieZilla Server

~-Weloome message

—IP bindings [ Enable lagging to file
P Filker B o
Bl mods et [T Liritlog e sizeta (100 kB
; Security setlings Lagfile type:
- Mizeellaneous £ ool 1 Bl
~ Admin Interface settings ~ B 'c' {' : o

- Lagging Lze & ditfaretit Jogf

-.GSS Settings [T Dieletessld fogfilesafter {14 daps

i~ Speed Limits | By Bles sl e saved v bk e st v e Eie s Bk e bolidar
- Filetranzfer compreszsior

| o

|

oK ]

Cancel ]

Potete scegliere qui se abilitare il logging del server ftp
(connessioni/disconnessioni,trasferimenti/upload) e salvare il tutto su un file.

FileZilla Server Options

[=] General seftings _ EleFilla Seruer
L e Welcome meszage =
i IP bindings
.. IF Filker [ Enable Kerberos G55 support

FPazzive mode zettingz

Security zettings

Mizcellaneous It'z recommended to use Kerberog for Windows 2.2 beta 2 or later.
o ddmin Interface settings

[ Prompt for password if necessary

[f uzed with Kerberos for Windows 2.7 it iz vem likely that Filegilla Server will crazh if a

Logging : uzer authenticates,
G55 Settings

Speed Limitz
‘- Filetranzfer compressior

ol - |

oK. |

Cancel |

Potete scegliere inoltre se abilitare o meno il supporto Kerberos GSS.



FileZilla Server Options

[=- General zettings
L WWelcome message
P bindings
‘o |P Filker
FPazzive mode settingz
Security settings
Miscelaneous
‘o Admin Interface settings
i Logging
- G55 Settings
‘- Speed Limits
‘- Filetransfer compressior

ok

Cancel |

Speed Limits EileZilla =
~ Download Speed Limit-
™ Constant Speed Limitof |10 kBdz

& Mo Limit
" Uze Speed Limit Fules;

-Uplnad Speed Limit -

& Mo Limit {" Constant Speed Limit of |10 kBZs

" Uze Speed Limit Bules:

Da qui potremo impostare eventuali limiti di velocita,sia in download che in upload,o impostare

determinate regole.

FileZilla Server Options

=+ General zettings
- Weloome meszage
“- 1P bindings
e P Filker
Fazsive mode zettings
Security sethings
- Miscellaneous
i &dmin [nterface settings
Logging
G55 Settings
Speed Limitz
Filetransfer compreszzior

| i)

OE.

Cancel |

I1zing the MODE £ ftp protocal extenzion it is pozzible to uze comprezsed file transfers.
[™ Enable MODE Z support

tinirnum allowed comprezsion level [1- 8]; ﬁ_

b amirnum allowed compression level [8-3]; ‘El_.

To conzerve CPU power, MODE £ should not be uzed inzide local networls.
IV Exclude private |P address ranges

Dion't use MODE 2 for the following P addreszes az well;

Yiou can alzo enter [Pz with
wildzards, |P addrezs ranges or
uze the ip/subnet spntax

For detailz about the compreszion method, pleaze read
http: v et orgnternet-draftz/draft-preston-ftpest-deflate-02, tat

Qui potete tranquillamente

scritto in basso nella finestra qui sopra.).Abbiamo finito di configurare il nostro server ftp,non ci

resta che cliccare su OK.

lasciare la configurazione di default. (Per informazioni,vedere url




Una volta configurato il server ftp,dobbiamo passare a creare gli utenti ed eventualmente 1 gruppi:

Page: —Acoount settings < Uzerz
¥ Enable account I
Shared folders W Password: |
i Speed Limits
“ P Filter Group memberzhip: ]<nu:une> Ll

[ Bypass userlimit of server

b aximurn connection count:

1]
Connection limit per [P Add | Remove ]

i[l Hename‘ Copy |

1~ Diezcription

oK ]

1 'ou can enter some comments. about the uzer above

Cancel

Per creare I'utente,clicchiamo su ADD e inseriamo login ed eventualmente un gruppo (I gruppi
vanno settati da Edit-Groups allo stesso modo).Poi spuntiamo la voce Password e impostiamone
una.

Fage: i~ Shared folders- 1 Uszers 7
o Gieneral Directaries | liases ' Il
B Shared folders
s H C:A\Downloadshupl...
:--Speed Limits SbiekER

L [P Filker

il * Add Hemove]
Add Remgve Rerame St a3 b Henamel Copy ‘

A directory alias will also appear at the specified location. Aliazes must contain the full local
path. Separate multiple aliazes for one directom with the pipe character [ | ]

If uzing aliazes. avoid cyclic directon structures at all casts, it will most kel cause problems.

i~ Filesystem settings -

I Resolve windows shorteuts [*Ink files)
¥ Show relative paths IF relative paths are enabled, FileZilla Server uses a virtual

Caricel . file spstem that hides pour physical folder structure:




Clicchiamo su Add e selezioniamo la directory in cui l'utente potra accedere.Una volta
aggiunta,vanno settati i permessi:

— Files

Read: Permessi di lettura dei files

Werite: Permessi di scrittura

Delete: Permessi per eliminare files

Append: Permessi per riprendere un download/upload in caso di connessione interrotta (Resume)

— Directories

Create: Creare directory

Delete: Cancellare directory

List: Listare le directory (vedere le directory presenti)
+Subdirs: possibilita di creare nuove sotto-directory

Lisers &]

FPage: ~ Diownload Speed Lirit =~ U=zers
¢~ Gienetal i DEFE‘!““_ [ Ewpass server download speed limit ' [
- Shared folderz " Mo Limit

I < peed Limits " Constant Speed Limit of | g kE/s

- |P Filter " Use Speed Limit Fules;

Add | Hemwe|
 Upload Speed Limit -

i+ [efault [ Bypass server upload speed limit Henamel Copy |
" Mo Limit .

" Congtant Speed Limit of |:.'I kB2

7 Usze Speed Limit Fules;

Cancel

Se volete limitare il download/upload o creare determinate regole potete impostarlo da qui.



Fage: The following IF addrezsez are not allowed to connect to the ~lzers
- SEIVEL e
‘- Shared folders
i Speed Limits

E sclude the fallowing [Pz from the list of dizallowed [Pz, thus
enabling accesz agin:

Add | Remove |

Rename | Copy |

Dezpite zingle |P addrezses, vou can enter [Pz with wildzcards, |P
addrezz rangez or uze the ip/zubnet syntas,

By default everyone may connect to the semver. Yaou may either bBlock individual ip
addrezzesz or addrezs ranges. |f you block all addrezzes, vou may allow access for
individual addrezzes or ranges again.

] I If uzinig groups, the uzer ip limits don't replace the group ip limits, they only extend the group
lirmikz.

Cancel

Infine qui potete impostare gli eventuali ip che potranno accedere con quel nome utente o che
saranno filtrati.

Ed eccoci arrivati :)..questo € quanto..spero questa guida vi possa essere d'aiuto o quantomeno
facilitarvi con la configurazione.Mi scuso da subito per eventuali errori grammaticali :)

Gianluca Varisco — giangy(@techtemple.org

Guida prodotta per GxWare Community — www.gxware.org




